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Ensuring power grid resilience against cascading failures is critical as modern networks increasingly integrate distributed
energy resources. While N-1 contingency analysis remains the industry standard, true stability assessment requires N-k
analysis: the systematic evaluation of grid behavior under the simultaneous failure of k components. Traditional
combinatorial approaches face exponential growth in scenarios as network size and k increase, making exhaustive search
computationally prohibitive for realistic networks.

We propose an adversarial Reinforcement Learning (RL) framework that efficiently identifies critical vulnerabilities through
learned policies. By encoding both topological structure and state of the power grid via Graph Convolutional Networks
(GCNs), the proposed agent learns generalizable vulnerability patterns that transfer across network topologies. Our
experiments demonstrate that by leveraging the inherent connectivity structure of power grids, the approach significantly
outperforms Multi-Layer Perceptron (MLP)-based approaches that treat line features without explicitly considering the
grid's connectivity, enabling the agent to reason about cascading effects and structural weaknesses. Trained with Proximal
Policy Optimization (PPO), the agent learns to sequentially select line disconnections that maximize grid disruption,
guided by rewards for causing grid collapse, islanding, or widespread voltage and loading violations.

A key finding is the model's zero-shot generalization capability. An agent trained exclusively on small benchmark cases
(IEEE 14, 30, 39, and 57-bus systems) successfully transfers its learned policy to significantly larger, unseen networks
including PEGASE-1354 (1991 lines) and RTE-1888. The model maintains constant-time inference complexity per decision,
enabling practical N-k analysis on large-scale grids where exhaustive enumeration is often impractical. This scalability
advantage positions the approach as a viable tool for proactive vulnerability assessment in modern power systems.
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