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Maritime ports are pivotal to the global economy. It facilitates approximately 80% of international trade. Sustainable

development has pushed the maritime ports to evolve into energy hubs that connect offshore renewables, hydrogen, and

Liquefied Natural Gas (LNG) systems to national grids. Such Critical Energy Infrastructure (CEI), including LNG terminals,

subsea cables, pipelines, and substations, faces intertwined cyber-physical risks. While digitalization improves operational

efficiency and enhances coordination, it also yields tightly coupled cyber physical systems and novel risk pathways that

current safety and security practices only partially address. To establish a better understanding of the CEI digitalization on

ports and its associated new risks, this bibliometric review maps the research landscape on this subject matter to identify

the research focal points, key contributors, and emerging risks.

To achieve the research goal, a systematic bibliometric review was conducted. Combined key terms for ports, risk

domains, digitalization, and energy were searched within publications in Scopus. The systematic search yielded an initial

410 records, and 30 publications were included in the bibliometric analysis following a structured screening. The

bibliometric data were analysed using VOSviewer and Bibliometrix, providing insights into publication trends, keyword co

occurrence, authorship networks, document sources, and citation profiles. In addition, a list of the identified new risks

associated with the digitalization of port’s critical energy infrastructures is presented.

This bibliometric review finds that the literature on digitalization related risks to ports’ CEIs is niche and underdeveloped.

Beyond cybersecurity, empirical and theoretical work on intertwined cyber physical organizational risks is limited, leaving

practitioners with few actionable frameworks. Thus, the pathway forward will require stronger international and cross

disciplinary research collaborations, broadening the risk taxonomy beyond cyber incidents to include safety,

interoperability, and resilience of digitalized energy assets, as well as targeted empirical studies in operational port energy

contexts for guidance of system design, governance, and regulations. 
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