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Small and medium-sized enterprises (SMEs) face increasing exposure to cyber threats, yet often lack the resources and
expertise to implement robust security measures. This paper presents findings from the project Kompetanseloft i SMBer:
Innovasjon i datasikkerhetsoppleering, which addressed this challenge by developing and evaluating a tailored approach to
cybersecurity training for SMEs. The project, led by IFE in collaboration with a SME industry partner, aimed to increase the
SMEs digital resilience through targeted and practical training. Building on previous SME cybersecurity research [1], this
work adopts a human-centred approach that integrates psychological principles and human factors with technical
expertise to strengthen digital resilience. The project began with a comprehensive needs analysis to identify
organisational vulnerabilities and competency gaps. Based on these insights, a modular training program was designed,
emphasising risk awareness, threat landscapes, and incident preparedness. Interactive methods, such as group exercises
and facilitated discussions, were employed to increase engagement and learning outcome. The training was piloted within
a partner SME, followed by a structured evaluation assessing relevance, usability, and behavioural impact. Findings
indicate that targeted training significantly improves employees’ understanding of cybersecurity risks and response
strategies. However, sustainable behavioural change requires continuous reinforcement and strong leadership
commitment. To support scalability, the project produced a step-by-step guide enabling SMEs to develop customized
training programs aligned with their operational context. This work demonstrates that innovative, human-centred
approaches to cybersecurity education can empower SMEs to increase their digital resiliency. By developing a training
course with a focus on human factors and psychology, this study offers a practical way for SMEs to strengthening their
cybersecurity resilience.
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