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Trains and other physical assets typically last several decades, and the various systems within them are controlled by
operational technology (OT). Nowadays, information technology (IT) is integrated within these assets, enabling IT/OT
convergence and new applications such as remote monitoring and smart maintenance. However, IT systems usually have
shorter lifecycles and are often managed separately, reducing availability due to more frequent maintenance. This study
examines how the Dutch railway operator NS can better manage IT/OT lifecycles to improve operational performance.
Using a design science research methodology in combination with co-design workshops with industry professionals, we
have identified four key initiatives to support IT/OT lifecycle alignment: an IT/OT aspect plan, a multi-year release
planning, a release calendar per rolling stock type, and the formation of an integrated IT/OT design team. These initiatives
complement the existing 1ISO 55000 framework, enabling IT to be better integrated into existing asset management
practices. Our findings highlight the need to strengthen collaboration and cross-domain relationships between IT and
asset management teams, bridging organisational silos and promoting coordinated decision-making. Future work will
focus on developing design principles to support the management of these IT/OT converged assets throughout their
lifecycle. These design principles integrate our earlier work on RAMS and on raising awareness of the difficulties of IT/OT
convergence using a serious game.
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