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When assessing the reliability of systems, it is often necessary to consider a multitude of risk factors. In this case, risk
analysis is fraught with difficulties. These include the correlation of risk factors, the non-Gaussian distributions, the
heterogeneity of data, the presence of outliers, and small sample sizes. This imposes requirements on risk analysis
methods: outliers indicate a decrease in system reliability, so they must be taken into account in risk analysis;
heterogeneity can lead to the emergence of spatial clusters; small sample sizes make it difficult to use non-Gaussian
distributions.

There's a well-known model of multidimensional risk [1], in which a set of risk factors is represented as a Gaussian vector
X with correlated components. We consider a sample of values of risk factors. We define the area D of unfavorable
outcomes. From the sample, we determine the vector of mean values and the covariance matrix. We consider the
probability of vector X falling within area D to be a risk. We estimate the risk using the Monte-Carlo method as the
frequency of falling a random vector into the area D.

A modification of the method for conditions of stochastic data heterogeneity is proposed. First, using the Minimum
Covariance Determinant, we identify the portion of the sample with the minimal influence of heterogeneity and outliers.
Then, using Gaussian Mixture Model, we approximate the remaining part of the sample by a sum of Gaussian
distributions. As a result, the entire sample is represented as a mixture of Gaussian vectors. Next, using the Tukey-Huber
confounding model and the Monte-Carlo method, we determine the risk.

We will demonstrate how such a model can be created and applied on real systems.
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