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This research is situated at the intersection of cybersecurity risk management and critical infrastructure protection, where

traditional security approaches are challenged by evolving threats and resource constraints (Johnson &Edwards, 2007). As

cyber-attacks on infrastructure systems become more sophisticated and frequent, organizations face increasing pressure

to protect critical functions while operating under various resource limitations (Hossain et al., 2025).

Instead of attempting to secure every aspect of operations equally, consequence-driven methods guide organizations to

identify and protect their most critical functions - those whose compromise would result in unacceptable physical,

economic, or societal impacts (Bochman & Freeman, 2021; Agbo & Mehrpouyan, 2023). Although consequence-driven

cyber-informed engineering (CCE) offers a powerful methodology for protecting critical infrastructure, its resource

requirements challenge organizations with limited financial capacity, personnel availability, or technical expertise, for

example municipalities operating water supply and wastewater treatment.

This paper addresses the fact that no simplified version of CCE exists that, while requiring fewer resources to implement,

maintains the essential protective capabilities. This study therefore investigates the underlying principles of CCE and how

an adaptation to resource constraints can be feasible in order to strengthen smaller organisation’s ability to handle cyber

threats (Hossain et al., 2025; Johnson and Edwards, 2007) and maintain their services to the public.

To this end, the CCE and the literature on cyber resilience, resource constraints and organisational adaptation strategies

are examined with regard to resource requirements, specific characteristics and suitable proposals for adaptations The

results are presented as a comparative analysis with findings from municipal wastewater practice. The paper contributes a

comprehensive outline of the CCE and recommendations for practice on how to adapt this comprehensive framework to

be more attainable for organizations with limited resources. It highlights the potential of the adapted CCE to reduce

resource requirements while maintaining the fundamental protection logic.
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