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This work pursues two main goals: assessing the system’s capability to manage hazard notifications within defined
uncertainty bounds and designing a prototype intelligent machine system. Activities were divided into two main areas.
First, a communication system was developed and implemented to enable the real machine to exchange operational data
with a Python-based backend server. The Data Collector Manager (DCM) was configured to define the machine network,
acquisition parameters, and communication protocols, ensuring reliable machine-server interactions with metrological
traceability. Data were acquired via the EPS protocol with multiple triggers for CNC Z32 machines, allowing efficient
transmission of operational information with adequate temporal resolution and management of downtime and
maintenance events. Second, two Python-based digital twins were deployed on Raspberry Pi devices to emulate machine-
server communication. Each device includes an interface allowing users to simulate machine states, alarms, and
maintenance actions, transmitted to the same backend server used by the real machine. This guarantees synchronized and
coherent interaction between physical and virtual systems, supported by precise time stamping. A unified dashboard,
hosted on an external PC, enables real-time monitoring with minimal latency of machine status, diagnostics, and alarms
from both real and virtual systems. The system successfully identified safety violations, such as spindle guard tampering,
through predefined alarm thresholds with high sensitivity and specificity, ensuring prompt hazard detection. Experimental
validation under standardized protocols confirmed continuous, synchronized data flow with no packet loss and stable
updates under variable load conditions, within acceptable measurement error limits. The proposed architecture
demonstrates robustness and reliability for data acquisition, monitoring, and decision support, effectively enhancing
safety and operational efficiency in industrial environments.
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