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The increasing integration of cyber and physical components in Cyber-Physical Systems (CPSs) exposes critical
infrastructures to novel and sophisticated attack vectors. While traditional risk assessment focuses on known
vulnerabilities, the potential impact of undiscovered "zero-day" threats remains a significant and unquantified risk. This
paper addresses the critical question: "What is the impact of a critical zero-day vulnerability if it were discovered and
exploited today?" We propose a structured, quantitative methodology using a high-fidelity security digital twin to conduct
a "what-if" analysis. A hypothetical critical vulnerability (CVSS 10.0) in remote code execution is systematically introduced
at different strategic locations within the digital twin: a perimeter server, a core internal server, and a standard user
endpoint. By running extensive adversary simulations for each scenario, we measure the resulting changes in key
resilience metrics, namely the attack success rate and the mean-time-to-compromise. Our findings demonstrate that the
location of a single zero-day vulnerability can drastically alter the security posture, reducing the time to compromise from
days to mere hours. The results quantitatively identify critical network pivot points and provide a compelling, data-driven
justification for architectural resilience strategies such as network segmentation and Zero Trust principles. This work offers
a proactive framework for assessing the reliability, risk, and resilience of CPSs against unknown threats.

Palavras-chave : Cyber-Physical Systems, Digital Twin, Zero-Day Vulnerability, Resilience Assessment, Risk Analysis, Attack Path
Modeling, What-If Analysis



