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Connected healthcare environments, commonly referred to as Hospital 4.0, increasingly rely on Internet of Medical Things
(loMT) devices, Electronic Health Record (EHR) systems, and integrated medical networks to support clinical operations.
However, this high level of connectivity expands the attack surface and introduces significant cybersecurity risks that can
endanger patients safety and compromise data confidentiality. In this context, effective vulnerability assessment and
prioritization are essential, but current approaches are predominantly based on static approaches that fail to capture the
temporal dynamics associated with real-world vulnerability exploitation processes.

For this reason, the paper introduces a vulnerability assessment approach based on Continuous-Time Bayesian Networks
(CTBNs), which allow for an explicit modeling of vulnerability state transitions as continuous-time stochastic processes.
Unlike discrete-time or static formulations, CTBNs incorporate time-dependent factors such as the evolving time to
exploit, likelihood of exploitation over time, and changes in adversarial capabilities. This allows the computation of
exploitation probabilities as continuous functions, providing an adaptive vulnerability prioritization mechanism aligned
with the operational requirements of clinical environments.

The proposed approach is evaluated within a small-scale simulated hospital network comprising interconnected loMT
devices, medical workstations, and an EHR server. The model accounts for realistic constraints, including heterogeneous
device criticality and delayed patch rollout. By modeling vulnerability dependencies through CTBNs, the framework
enables the computation of posterior exploitation probabilities along potential attack paths targeting critical clinical
assets (e.g., infusion pumps, patient monitoring devices, and EHR infrastructure).

Preliminary results indicate that the CTBN-based approach enhances time-informed vulnerability assessment mechanism
and responsiveness compared to static scoring systems, particularly under temporal uncertainty. This dynamic perspective
supports better-informed and proactive risk mitigation strategies in safety-critical healthcare settings, further improving
cybersecurity management in these environments.
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