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Systematic risk assessment is an essential tool to design appropriate protection for critical systems against malicious
attacks, both physical and cyber. Although the assessment of physical security and cybersecurity risk both rely on
attacker-centered models for analyzing threats and vulnerabilities, the methodologies and standards of these two fields
have evolved largely in isolation from each other. This separation complicates the determination of comparable risk levels,
which is however becoming increasingly important as systems become more interconnected. Aiming for a unified
perspective on security risk, this paper takes up representative standards and methods — namely MITRE ATT&CK and CVSS
in cybersecurity, and ASD and EASI in physical security — highlighting structural analogies and domain-specific
divergences in vulnerability analysis. Particular focus is given to the consideration of uncertainties arising from adversarial
behavior, scenario assumptions and model limitations. Based on the identified analogies, we show how vulnerability could
be consistently represented across both domains, and propose a unified model regarding three aspects of physical
security and cybersecurity: intrusion paths, protection functions and assessment metrics. We apply our proposal to an
illustrative example and discuss its potential to support coherent cross-domain risk assessment for balanced decisions on
physical security and cybersecurity measures in a security-critical environment.
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