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Recent high-profile cyberattacks on aviation systems, including those targeting airlines, airports, and air traffic control,
have raised significant concerns about the potential impacts, including operational disruptions and severe safety risks. A
critical gap exists in this domain, as traditional aviation safety focuses on unintentional hazards (e.g., technical failures,
human error), whereas security addresses intentional, malicious human behaviour. The intersection where cybersecurity
threats directly impact flight safety remains insufficiently explored.The EASA-funded CYBER project addresses this gap by
identifying and analysing cybersecurity threats with a potential negative impact on the safety of flight operations. This
presentation will outline the main results derived from the CYBER project’s realistic simulation exercises. These exercises
were conducted at different scales and maturity levels, engaging all components of a functional chain to better
understand complex threat scenarios and their specific impacts on aviation safety. Project partners (Deep Blue, Airbus
Protect, DLR) collaborated with EASA to define specific threat scenarios and carried out a Real-Time Simulation with
human in the loop (for the GNSS spoofing scenario) and a Table-top Exercise (for the supply chain scenario). To achieve a
full stakeholder understanding of the developing scenarios, these simulations were enriched with scenario-envisioning,
storytelling sessions, acting, video footage, and serious gaming techniques. The findings from these simulations provide
crucial insights for assessing and managing cyber risks in modern aviation.
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