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Modern technical systems increasingly rely on networked components for implementing safety functions. As these

components become vulnerable to cyber and physical attacks, security considerations directly affect safety performance.

At the same time, the joint design of safety and security measures often reveals conflicting requirements — for instance,

when protective mechanisms delay or restrict time-critical safety responses.

To address these challenges, the VDI Technical Committee 512 “Safety and Security” of the Association of German

Engineers (VDI) has developed a structured approach for analyzing and comparing safety and security risk assessments

across engineering domains. The approach distinguishes between hazard analysis and the evaluation of protective

measures, enabling a systematic treatment of interactions and trade-offs.

Rather than pursuing full methodological integration, it offers a conceptual structure for classifying existing practices and

handling differing uncertainty types — probabilistic in safety, epistemic in security. Applications include industrial

automation, energy systems, nuclear facilities, and transport, with critical infrastructure protection regarded as an integral

context. The approach supports reasoned decision-making on safety–security interactions under uncertainty.
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