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The failure of Critical Infrastructure (CI) services correlates with consequences for the population in a non-linear manner.

Due to the tight interdependencies between sectors (e.g., energy, ICT, healthcare), an initial disruption often leads to

cascading effects that cause a disproportionate, potentially exponential progression of the total impact over time.

Accurate forecasting of this damage progression in real crisis scenarios is subject to considerable uncertainty, as the

precise propagation dynamics of cascades, the timely response of crisis management, and the availability of redundancies

are difficult to calculate. This complexity poses a major challenge for the strategic trade-off between Security measures

(preventing successful attacks) and Resilience measures (minimizing impacts).

To support decision-making despite these uncertainties, we develop a modeling approach to provide a robust estimate of

the non-linear progression using the Logistic Function to model the cumulative impacts over time. The uncertainties of

the crisis situation are directly integrated into the definition of the model parameters. For instance, the steepness

parameter represents the acceleration of the cascade, and its value varies depending on the success of the crisis response.

The capacity denotes the maximum possible damage.

To demonstrate our approach, we'll use a case study on a transmission network where an attack causes a widespread

power outage as the initial disturbance. The Logistic Model tracks the rapid increase in the affected population once

cascades in ICT and water supply systems cross critical thresholds. By including uncertainty in the parameters, the

approach allows for the evaluation of scenario-bands to assess the optimal resource allocation for resilience enhancement

(e.g., backup power for essential facilities) versus prevention (security).
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