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Urban power networks are increasingly exposed to cyber-related disruptions due to their growing reliance on digital
technologies. These disruptions not only threaten the functionality of infrastructure but also have cascading economic
and societal impacts. To address this challenge, we propose the Economic Resilience Criticality (ERC) index, a multi-
perspective conceptual framework to evaluate the resilience of critical infrastructures under cyberattack conditions.

The ERC index integrates infrastructure, economic, and societal perspectives within a multi-criteria decision analysis
(MCDA) framework. The index is built on a GIS-based abstraction of the electricity power grid, where each node is
mapped to relevant activities, critical infrastructure components, and essential services (e.g., hospitals, police and fire
stations, water supply network, and communication system). Indicators underlying the ERC index include direct economic
losses (e.g., value of lost load), costs of recovery strategies, and societal well-being measures (e.g., access to essential
services). The ERC index also incorporates recovery priority indicators defined through interactive workshops, where
stakeholders collaborate to evaluate the relative importance of sectors and services in the restoration process.

The methodology combines scenario-based narratives of cyber disruptions and recovery strategies with quantitative data
collection and stakeholder input to inform decision-making. These inputs allow the ERC index to capture both location-
specific vulnerabilities and the broader systemic role of services for economic restoration. The resulting index produces
spatially explicit rankings of resilience criticality, which are visualized as GIS layers to support decision-making.

By providing a structured means of identifying the most critical nodes, sectors, and services in an urban power grid, the
ERC index enables decision-makers to prioritize resilience-enhancing measures, such as distributed generators, storage
solutions, and power restoration sequencing. Ultimately, this approach advances the integration of technical, economic,
and societal dimensions of resilience into a single, transparent framework.
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