
AA - Application Areas | Abstract (and subsequent Paper)

OC - (26514) - STRENGTHENING CYBERSECURITY IN REGIONAL GOVERNMENTAL UNITS

 Hudcová, Marie (Czech Republic)1; Oulehlová, Alena (Czech Republic)1

1 - University of Defence

The development of digital and information systems in public administration brings not only new opportunities but also

threats to the functioning of public administration. With the adoption of Directive 2022/2025 NIS 2 of the European

Parliament and of the Council of the European Union and the subsequent adoption of Act No. 264/2025 Coll. on

cybersecurity and other implementing regulations, emphasis is beginning to be placed on the resilience of cybersecurity

systems owned by public administration and the private sector.

Based on an analysis of the impact of the newly adopted cybersecurity law on the activities of regional governmental

units, this article identifies threats and analyzes risks in connection with the performance of tasks related to the

registration of regulated services, the determination of the scope of cybersecurity management, the implementation of a

list of security measures, and the reporting of cybersecurity incidents. The impact analysis demonstrates the growing

dependence of public administration on information systems, which may pose a significant threat in the context of

cybersecurity.

In response to the new requirements for ensuring the cybersecurity of regional governmental units, arising from the

Cybersecurity Act and other implementing regulations, the article proposes recommendations for minimizing

unacceptable risks. The results of the analysis and risk assessment show that, in order to effectively meet the requirements

of the Cybersecurity Act for regional governmental units, a significant risk is the lack of personnel to ensure cybersecurity

and the failure to implement organizational measures. An example of the need to strengthen cybersecurity is the area of

regulated services, where regional governmental units are required to broaden their responsibilities in implementing

security measures, particularly organizational and technical ones, and in reporting cybersecurity incidents for which they

are not adequately prepared.
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