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Cyberattack attempts targeting nuclear power plants (NPPs)—critical components of national infrastructure—have been

increasing in recent years. A successful cyberattack on an NPP could result in the release of radioactive materials or the

unauthorized transfer of nuclear materials, posing serious national and global security threats. To mitigate such risks,

NPPs in the Republic of Korea regularly conduct cybersecurity exercises, which are evaluated by the regulatory authority,

the Korea Institute of Nuclear Nonproliferation and Control (KINAC). For these exercises to be effective, nuclear licensees

should select appropriate target systems from among Critical Digital Assets (CDAs) that perform safety, security, and

emergency preparedness functions within the NPP. However, the number of CDAs in an NPP can range from hundreds to

thousands, each with varying levels of importance. Therefore, a systematic guideline is required to support the selection

of suitable exercise target systems. This paper proposes a methodology for selecting cybersecurity exercise targets based

on the evaluation experience of cybersecurity exercises in NPPs and the principles of Probabilistic Safety Assessment

(PSA). The proposed approach aims to enhance the rationality, consistency, and effectiveness of cybersecurity training by

prioritizing digital assets according to their functional criticality and potential impact on nuclear safety and security.
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