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AI-enabled high-risk systems, such as modern passenger vehicles and autonomy systems, increasingly behave as

software-defined, data-driven systems.

Assurance must therefore address non-determinism, shifting data distributions, and socio-technical failure modes that are

only partially covered by current standards. This paper argues for formalizing safety-focused red teaming that includes

rigorous Independent Software Gate Audits, Verification and Validation (ISGAVV) to enhance traditional qualification.

We also emphasize structured, creative input from manufacturers’ engineering, AI, and safety teams to surface realistic

failure modes, synthesize edge cases, and refine mitigations, while independent reviewers retain decision authority.

The proposed approach applies challenging analysis and tests beyond the scope of existing safety and AI standards

across the full system and lifecycle, covering models, supporting infrastructure and tooling, interfaces, and operational

controls.

Within the EU AI Act’s high-risk scope (Regulation 2024/1689), we map these practices to conformity assessment and

highlight weaknesses in current accreditation and audit practices.

We also evaluate short-term opportunities for improvement, including data quality and data origin checks, clearer

requirements where standards are weak, explainability and traceability, robustness under shifts between training and

deployment conditions and out-of-distribution (OOD) conditions, and runtime monitoring with incident and operational-

readiness exercises.

By reframing evaluation around ISGAVV, manufacturers, assessors, and red teams can move beyond standards-based

compliance and demonstrate trustworthy deployment with transparent, decision-useful metrics.
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