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This study develops a socio-technical system dynamics (SD) model to analyse maritime cybersecurity risk within

integrated shipboard-organizational systems. Unlike static or probabilistic models, the proposed approach captures

feedback-rich interactions, delays, and nonlinear dependencies among technical, human, and organizational components

that collectively shape cyber resilience. 

Scenario-based simulations, implemented in Vensim software, incorporate over thirty interdependent variables and

twenty feedback dependencies across the technical, human, and organizational layers. The model captures how

vulnerabilities accumulate, how defensive capabilities adapt, and how governance responses evolve under continuous

cyber disruptions. Four representative maritime threat scenarios, GPS spoofing, AIS manipulation, ECDIS malware, and

multi-vector coordinated attacks were simulated alongside four policy responses, including training-oriented, technology-

reinforcement, budget-adjustment, and integrated hybrid strategies. System performance was evaluated using resilience-

oriented indicators of recovery speed, recovery duration, and cumulative disruption, which jointly characterize both

transient and cumulative impacts of cyber disruptions. 

By operationalizing risk as an evolving function of scenario, likelihood, consequence, knowledge, and mitigation potential,

the study advances a dynamic and integrative risk analysis framework for maritime cybersecurity. The findings provide

theoretical grounding for the socio-technical modelling of cyber resilience and practical insights for resource allocation

and policy design in shipboard-organizational contexts, highlighting the value of feedback-oriented approaches for

understanding and managing complex maritime cybersecurity risk. 
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