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As a cornerstone of the global energy transition, green hydrogen production facilities represent a key technological

pathway to reduce greenhouse gas emissions and support the development of a sustainable, low-carbon energy system.

However, the increasing complexity of this infrastructure, coupled with digitalized and decentralized energy networks,

exposes it to risks, including technical failures, natural hazards, and cyber-physical threats, with the potential of escalation

scenarios that can amplify overall consequences.

In this context, resilience, defined as the ability of systems to anticipate, prepare for, respond to, and recover from

disruptions while ensuring reliable energy supply, emerges as a pivotal concept. Conventional risk assessment approaches

tend to focus primarily on failure prevention, often overlooking post-failure recovery dynamics. This represents a major

limitation, highlighting the need for more comprehensive, adaptive frameworks. Accordingly, this study conducts a

quantitative assessment of the resilience of green hydrogen production facilities over time under escalation scenarios. The

proposed approach leverages Dynamic Bayesian Networks (DBNs) to model the evolving, probabilistic interactions among

technical components, as well as human and organizational elements, in the event of multiple external disruptions. This

enables the analysis of system evolution over time, overcoming another limitation of conventional models, which typically

rely on static, point-in-time evaluations. Ultimately, the study offers valuable insights into how green hydrogen

production systems can withstand escalation scenarios, adapt to changing conditions, and sustain continuous operation.

To demonstrate the practical implementation of the proposed framework, a case study of an alkaline electrolyzer system

illustrates its applicability. Results highlight the sensitivity of system resilience to escalation mechanisms and the critical

role of redundancy, monitoring, and safety barriers in mitigating performance degradation. The DBN-based model offers

a dynamic, comprehensive perspective on system behavior, providing actionable insights for the design, operation, and

management of resilient green hydrogen infrastructures, ensuring reliable performance in complex conditions.
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