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The pervasive implementation of computing networks and data centres within national critical infrastructure has given rise
to concerns regarding their resilience. The high-density and high-payload characteristics of these systems render them
susceptible to degradation, failure and data loss risks during extended periods of operation. This paper proposes a joint
optimization strategy for computing network systems that integrates maintenance, data backup, and payload adjustment
with a view to enhancing system reliability and mission completion rates. Firstly, a multidimensional state model is
developed for computing networks under complex impact environments. System degradation is characterised as a load-
level-dependent Gamma process, with state transition probabilities derived through discretisation methods. Secondly, a
phased data backup mechanism is introduced. The study presents a data loss cost quantification model based on rollback
penalties, taking into account backup obsolescence, backup availability, and common-cause failure risks. Building upon
this, maintenance, backup and payload adjustment strategies are unified within a finite-step Markov decision

process framework. A joint optimization model is formulated with the objective of minimizing long-term expected cost.
The approach is supported by numerical examples from typical data centre task scenarios.
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