
SS - Special Session | Abstract (and subsequent Paper)

SS - (26183) - QUANTITATIVE RISK ASSESSMENT FOR MARITIME AUTONOMOUS NAVIGATION
USING AI PERCEPTION METRICS AND BAYESIAN NETWORKS

 Kupjetz, Simon (Germany)1; Nuffer, Jürgen (Germany)1; Millitzer, Jonathan (Germany)1; Jungbauer, Nico (Germany)2;

Isermann, Jan (Germany)2; Rostock, Claas (Germany)3; Issac, Daliya (Germany)4

1 - Fraunhofer LBF; 2 - TKMS ATLAS ELEKTRONIK GmbH; 3 - DNV SE; 4 - former Student at Technische
Hochschule Deggendorf (AI for Smart Sensors and Actuators)

As maritime navigation increasingly shifts toward autonomy, ensuring the safety of AI-enabled perception systems under

complex and uncertain conditions is a critical challenge. Traditional safety analysis methods often fail to capture the

variability and uncertainty introduced by AI components in maritime environments.

This study investigates whether system-level risk for autonomous maritime navigation can be quantified by embedding

object-classification performance metrics into a Failure Mode and Effects Analysis (FMEA)-linked Bayesian Network. The

network enables probabilistic computation of failure likelihoods, allowing risk to be defined through derived probabilities

in combination with a scenario-based severity model at the hardware level.

The framework is applied to AI components of unmanned surface vessels, integrating confusion-matrix information from

a computer vision model into the Bayesian Network’s conditional probability tables. The framework can also be used to

model external factors, such as adverse weather conditions, and to evaluate the impact of misclassifications on navigation

safety.

Initial results confirm the feasibility of the integrated framework and its capacity to quantify how sensor misclassification

affects navigation safety within a consistent, reusable model. By parameterizing the AI component using confusion-matrix

information and reusing Bayesian structures across scenarios, the approach improves transparency and scalability in risk-

based assurance for maritime systems.

The main goal is to provide developers with confidence that architectural and design choices lead to systems free from

unacceptable risks by quantifying uncertainties and achieving a sufficiently trusted system state for acceptance.

The proposed method bridges qualitative and quantitative safety perspectives by combining structured FMEA reasoning

with Bayesian probabilistic inference. Future work will validate the approach in autonomous maritime trials to establish a

robust foundation for assessing AI-enabled navigation safety.
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