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In electronics, Functional Safety and Reliability are closely related. Many concepts used to assess Functional Safety,
particular those that evaluate Hardware Architectural Metrics, originate in Reliability Engineering. However, over the past
20 years, much of the Reliability Engineering research and innovation has not been integrated into Functional Safety
standards. Consequently, incorporating new Reliability Engineering approaches into safety-related products can only be
done as an add-on. As integration levels continue to rise, functional and fail-operational requirements increase on a
growing number of safety-related systems. This creates challenges in cost, weight, resource allocation, and can even
erode safety.

This paper proposes a novel approach that integrates modern Reliability Engineering methods, specifically various types
of Predictive Health Monitoring (PHM) into the Functional Safety analysis technique of Failure Modes, Effects, and
Diagnostics Analysis (FMEDA). This new method is named Failure Mechanisms, Modes, Effects, and Diagnostics Analysis
(FMMEDA).

FMMEDA can serve as a drop-in replacement for FMEDA, delivering the same hardware-architectural metrics defined in
IEC61508 or 1ISO 26262.

Although it is an open approach compatible with many techniques, this paper focuses on two primary types of PHM. The
first type comprises Physics of Failure based approaches that use sensors to monitor stress parameters and model
Remaining Useful Life (RUL). The second type relies on Early Damage Detection. In this case, damage caused by a Failure
Mechanism is already detectable before functional failure manifests through the associated Failure Mode.

Principal advantages and limitations of both types of PHM are discussed. Their limitations and use-cases to enhance
safety are elaborated as well as how to best incorporate them into the new FMMEDA. Finally, example implementations of
both PHM types are presented and abbreviated FMMEDAs are performed to illustrate the usage of this new analysis
method.
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